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Description

The original design was a cross between a dock at the bottom of
the dashboard and a handful of ‘heads-up’ displays. When a user
would scroll over an ‘Issue’ on any of the heads-up displays, the
name of the Data Center (DC) would be displayed. Users could
then drill down into each data center. When a user would drill
down into the Data Center, machines and devices in the Data
Center would be displayed across the bottom of the screen. The
dock display would allow the user to identify the Name, IP
Address, and Location (by Zone) of the machine by hovering over
the computer icon or by using the left and right arrows located at
the sides of the dock.

Notes

1. This design had several flaws to include but not limited to:

a. The area in the ‘dock’ would never scale to meet multiple cities. The graphics used for the computers were taking up too much real estate.
Discussions were conducted about using the arrow buttons on the left and ride sides of the dock; however, the team agreed that this would still take
up too much real estate on the dashboard.

b. The layout was not working for as much information that would need to be shared.

2. For the next iteration of the dashboard, the team agreed to have limited graphics and icons displayed to conserve space.
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Description

The next iteration of the dashboard would require a move in a
different direction in order to meet all the requirements.

First, everything was going to be text based and icons or images
were going to be greatly reduced. Secondly, the team wanted to
incorporate sparklines in order to quickly identify patterns and
trends.

Another evolution to the dashboard was creating the types of
zones that would be incorporated into the display. Zones are an
area that would allow a user to quickly identify how a machine in
a specific zone was performing. Trending data for a machine in a
zone would allow a user to identify:

1. Physical location by city
2. Performance of the location
3. Errors

Security, System, and Network Alerts were also added to the
dashboard.

Notes

1. Discussions about what to do with the white space on the bottom right occurred since there were a couple options — either a network map or a
representation of the Zones with associated health status or a combination of the two would need to be incorporated.
2. The team discussed using Andy Hoernecke’s Open Source Project, D3 Dash to generate future iterations of Dashboards for this project.




Entry Name: LAB-LAZARIKOS-MC2 | VAST 2013 Challenge | Mini-Challenge 2: Situation Awareness Display Design Page 3

Big Corporation Dashboard June 1st, 2013
Performance Monitoring Security Alerts System Alerts Network Alerts

! Id Name Latency (ms)  Error (%) Bitrate (Gbps) !old Zid IP Alert ! id Zid IP Alert ! id Zid IP Alert
® 7 San Antonio VIV 192 6 pfip A go ® 17172 15 10.15.113.221 Malware detected ® 14448 36 10.36.99.251 CPU over90% © 12540 1 10.1.144.124 High latency detected
® 13 Austin 201 4 vl ggs ® 11514 14 10.14.89.245 BruteForcedetected  ® 12866 5  10.5.49.230 Memory over 90% © 12524 26 10.26.185.174 High latency detected
® 71 Boston TT——— 1168 T M 13 e 1304 ® 5514 26 10.26.251.91 DLP violation detected @ 17023 44  10.44,122.97 Disk 100% full 149820 21 10.21.55.69 High latency detected
® 25 Washington W o104 5 ViAW gg2 ® 19820 46 10.46.12.107 DoS attackin progress @ 18158 30  10.30.133.144 Disk 100% full
® 33 Colorado Springs =~ ~—"— 323 — 38 T V¥V 2901 ® 12869 29 10.29.28.145 Malware detected ® 18578 36 10.36.25.47 Memaory over 90%
® 42 Miami W 286 4 P W g75 ® 12706 5 10.5.178.120 Virus detected ® 10856 13 10.13.210.208 Disk 90% full
® 48 Arlington ! 1017 5 WYY g1 ® 14316 39 10.39.205.196 Virus detected ® 15401 19 10.19.55.253 GPU over 90%

26 Milwaukes AN 118 6 vk et 1369 ® 19843 43 10.43.24B.170DLP violation detected  © 18442 36 10.36.94.172 Memory over 90%

9 Dallas 154 [ R el - ¢ © 12085 4  104.130213 Brute Forcedetected  © 17318 11 10.11.118.4  Disk 90% full

10 San Jose e 3g TT—— B A 1004 © 12362 30 10.30.105.182 SQL Injection detected  © 14532 37  10.37.15.146 Disk 100% full

11 Jacksonville P g3 TN 4 Y 04 © 15770 16 10.16.60.142 Brute Force detected 12567 20 10.20.224.162 Disk 90% full

12 Indianapolis 102 4 P - 7- @ 11573 46 1046125  DoS attack in progress 12793 20 10.20.246.171 Critical host down

3 Chicago —VT 189 4 AR (511 @ 15281 10 10.10.216.246 DLP violation detected 18013 24 10248421 Memory over 30%

14 San Francisco 508 5 TR 1123 © 13603 7 10.7.136.146 Malware detected 13180 31 10.31.173.126 GPU over 90%

15 Columbus e 580 2 T 11830 © 12323 36 10.36.47.209 Malware detected

16 Fort Worth AT BR3 7 e 1087 © 14500 42  10.42.103.187 Brute Force detected

17 Charlotte VT 525 5 = D01 © 14703 27 10.27.44116 Malware detected

18 Detroit W 461 4 AN 9106 © 13910 36 10.36.69.207 Brute Force detected

19 El Paso 430 § MWW qpe3 © 14467 38  10.38.245.175 Virus detected

20 Memphis AAA - 3a5 6 TN 2084 © 13050 36 10.36.216.56 Virus detected

4 Houston WIEWTT 344 5 TN 4785 © 13810 10 10.10.168.191 SQL Injection detected

22 Seaftle T 155 3 VT 2066 © 12217 4  10.4.27.156 DLP violation detected

23 Denver A 82 7 WM 15T © 14653 13 10.13.237.158 Virus detected

24 Baltimore m 556 — 7 T 2424 © 13582 41 104191208 Malware detected

g Eggid%‘;mg ———\Ay gg; o g it ;lgg Overall Host Status Disk Usage

27 Portland VT 180 [ VW 2288

28 OklahomaGity ~ > 448 — 5 MM 5000

29 Las Vegas ST 1B ——— 6 MRS 1650

30 Albuguergue AN T | R — WM 1908

31 Tucson T 3m4 [ WA W 1039

32 Fresno O - - wetanait 1324

33 Sacramento VWA 183 TT—— 7 YT 2651

34 Long Beach R e | R T 2164

35 Kansas City Viass — 3 MY 2202

36 Mesa VTN @z — A5 VRPN 1636

a7 Virginia Beach A 3 — 7 AN {277

38 Atlanta VT 249 5 T 23T

& Phoenix e 113 3 A 2008

40 Raleigh ~—"T 132 ————— 5 T zrez

41 Omaha — 100 TN § v g2

1 New York 202 6 R

43 Tulsa ANMNYYA 307 6 TR 1708

44 Qakland s 103 6 WA 1249

45 Cleveland =N 181 [ AV 2069

46 Minneapolis oS |1 SR — VWM 43g4

47 Wichita WWMS 205 e 2 MV 2129

& SanDiego — B854 — 7 YTV 2336

49 New Orleans 100 [ A o089

50 Bakersfield 100 10w oqap

Notes

1. The team wanted to create the dashboard in order to start visualizing the layout, which worked out well for creating the first review.

2. The areas that were created for this review were: Performance Monitoring, Security Alerts, System Alerts, Network Alerts, and a Heatmap

3. Some issues identified with this revision were that the cities that were listed were only US-based. Another issue was that information was truncated under
the Security Alerts.

4. Visual display colors were added to the ‘Alerts’ by a slow red to orange change so that individuals could analyze information by a quick scan for a change in
color.
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Performance Monitoring Security Alerts System Alerts Network Alerts

! ZIld Name Latency (ms)  Error (%) Bitrate (Gbps) ! id Zid IP Alert ! old Zid IP Alert tld Zid IP Alert
® 2  Arington 100 5 WM gig ® 15887 6  10.6.123.216 Virus detected ® 18165 33 10.33.80.60 Memory over 90% ® 17860 36  10.36.134.122 Router conncetion lost
®6 Baltimore ST T = 24 YwUMe. 1073 @ 12820 26 10.26.13.218 DLPviolation detected @ 11173 42  10.42.201.65 Disk 90% full ® 18916 § 1054082  Router conncetion lost
®3 Chicago AN 181 ———— 6 MNP gRp ® 11879 14 10.148.72 BruteForcedetected @ 14148 46 10.46.249.11 GPU over90% ® 16422 §  10.5.226.106 High latency detected
® 17 Fort Worth WIS 158 ————N 5 TV 1149 ® 14204 16 10.16.164.247 SQL Injection detected  ® 14647 26  10.26.4.225  Memory over 80% ® 12567 45 10453587 Bandwidth>30%
® 25 LosAngeles L - S — G ¥ AV L TE ® 19527 7 10768217 DoSattackinprogress @ 17281 15 10.15.86.208 Disk 100% full 19256 19  10.19.10.136 High latency detected
® 27 Mesa AINT 7 TT—— 40 WVTYT qggg @ 11973 23 10.23.204.157 Malware detected © 15481 20  10.20.116.154 CPU over 90% 17010 16 10.16.57.228 Bandwidth > 90%
® 30 Minneapolis — 1288 T—— 2 YW 4022 ® 18805 31 1031853 DoSattackin progress @ 16139 44 1044628  Database unavailable 13336 29 10.29.48.94 Zone connection lost
® 33 Qakland AW 158 7 W a7 ® 15678 41 10.41.182.173BruteForcedetected  © 18518 36 10.36.29.219 Critical host down 19172 6  10.6.66.139 Bandwidth > 90%

1 Albuguergue YA 512 T 3 kahvenh 1087 @ 12764 15 10.15.217.206DLF violation detected  © 14100 31 10.31.60.89  Critical host down 13264 50 10.50.240.248 Zone connaction lost
3 Aflanta 100 6 MY 2101 ® 19999 28  10.28.114.222 Brute Forcedetected @ 10084 21  10.21.180.20 Critical host down

4 Austin S gg 7 e 111 © 16552 17  10.17.165.205 Virus detected © 10127 13 10.19.54.107 Critical host down

5 Bakersfield VVVV 108 ———— 5 ¥ WY 4908 © 15664 14  10.14.67.209 Virus detected © 17804 40 1040780  Disk 0% full

7 Boston oA 318 5 eV o928 © 10374 26 10.26.170.240DoS attack in progress @ 13015 22 10.22.19.144 Database unavailable

8 Charlotte AT a7 7 w7 Dasqa 012229 4 10.4.163.48  Sudoviolation detectec 19796 38 10.39.242.107 Disk 90% full

10 Cleveland — N 52 7 8 TN 1508 © 12890 50 10.50.243.126 Sudo violation detectec 16500 14  10.14.11.221 Disk 100% full

11 Golorado Springs ~~~" 205 “—"— 15 wWelwphev 1707 © 14377 2 10.2.145.131 SQGL Injection detected 14421 16 10.16.116.244 Critical host down

12 Columbus 120 4 AT oqgs 0015684 2 10.2.185.174 SQL Injection detected 17789 35 10.35.17.68 Critical host down

13 Dallas AN 172 5  MWWTTTY o437 015278 50 10.50.254.58 SQL Injection detected 13374 36 10.36.206.219 Critical host down

14 Denver MY 240 6 MRy 1708 0 14946 37 10.37.21.97  Virus detected 10763 15 10.15.110.65 Disk 100% full

15 Detroit 281 [5 KA gaT ©13527 42  10.42.61.13 Sudo violation detectec

16 ElPaso ~ A 149 4 YWY 1764 © 14382 42 10.42.80.7  Malware detected

18 Fresno T 157 6 vt 1083 12096 25 10.25.151.172 DLP violation detected

19 Houston VAAA—A 112 5 W1 2647 12346 29  10.29.138.205 Brute Force detected

20 Indianapolis AN a3 5  ~wrevd 586 11485 39  10.39.187.182 DLP violation detected

21 Jacksonville YV aaa 5 WAy 1435 o S )

22 Kansas City Ve o 5 YT 4408 verall Host Status Disk Usage

23 LasVegas NN 320 5 WY 840

24 Long Beach T 340 5 AN 3084

26 Memphis — 430 5 VWMWY o438

28 Miami 3 -] 5 VWM 1326

29 Milwaukee N4 307 7 VWY 2929

31 New Orleans A 101 6 W 1764

32 New York 806 2 VT 2812

34 OkahomaCity 7~ WY 1ag 4 e 1509

35 Omaha VOOV 704 7 M 1658

36 FPhiladelphia 313 6 — 1759

37 Phoenix 100 5 VYW 1118

38 Portland 178 7 P ogga

39 Raleigh T 230 7 warWwYy 1086

40 Sacramento T Ao 7 VNRSA 1306

41 San Antonio P oy 5 Mg 1056

42 San Diego WA 249 7 L) " 2674

43 San Francisco T 490 3 MR 1619

44 San.Jose — 278 6 hieaeber 1540

45 Seattle VTV 451 5 YT 2820

46 Tucson WV 117 5 W adh 1974

47 Tulsa T—— a7 3 Y 1396

48 Virginia Beach STV T 6 w1350

49 Washington T 744 4 AV 1714

50 Wichita T 102 3 VY zago

Powered by d3dash Open Source Visualization Tools (www._d3dash.com)
Notes

1. This version of the alert dashboard mock-up were put in numeric order by ZonelD (ZID) and alphabetical order by city.

2. The issue with the cities only being in the US was still noted and would be addressed in a future mock-up of the design.
3. One item we struggled with was how to make items visually ‘sortable’. We discussed having items with an underline call out; however, this presented issues
with potential clutter on the dashboard.
4. The team discussed the need for adding a date and/or time stamp on the dashboard.
5. Another discussion that surfaced was to have a graphical representation to aid in "showing connections". Large networks with lots of nodes will be displayed
when a user clicks through any of the respective areas.
6. Modifications to the Security, System and Network Alerts columns could show connections, but that may clutter the display.
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Performance Monitoring Matrix
Legend: Latency (ms) - Error (%) - Bitrate (Gbps) Headquarters Austin Paris New York Dallas Chicago Sydney Toronto
Headquarters 203-9-983 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002
Austin 105-5-1002 = 203-9-983 105 -5 - 1002 |HSSIRAREE0R) 105 - 5 - 1002 105-5-1002 105-5-1002 105-5 - 1002
Paris 105-5-1002 105-5-1002 203-9-983 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5 - 1002
New York 105-5-1002 105-12-1002 105-5-1002 203-9-983 105-5-1002 105-5-1002 105-5-1002 105-5 - 1002
Dallas 105-5-1002 105-5-1002 105-5-1002 105-5-1002 203-9-983 105-5-1002 105-5-1002 105-5-1002
Chicago 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002 203-9-983 |EOOEESEEEEE 105 -5 - 1002
Sydney 105 - 5 - 1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002 203-9-983 105-5- 1002
Toronto 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002 105-5-1002 203 -9-983
Notes

1. The team discussed having another way to visualize the performance/health data between all of the locations.
2. The ‘yellow’ is the headquarters location and the ‘grey’ cells represent a connection to the internet.

3. The team felt that this is a great way for displaying connections but may be hard to show multiple locations. One way to address this limitation would be to

abbreviate the location names or leave out other data elements.
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! ZID Subject Type Alert Age SOP
6 10.39.28.39 System 10933 - Memory over 90 % 2hr 324
30 22.48.28.08 Security 38887 - SAL Injection 30m 101
I 12 74.92.44.22
Security 15887 - Virus Detected 12m 333
Security 82922 - Malware Detected 11m 983
Security 24242 - DLP Violation 10m 421
corpuser@bigcorp.com Security 47829 - Excessive sudo attempts 8m 422
92.01.46.92 Network 15887 - Bandwidth > 90% 4hr 590
45 32.36.201.5 System 28792 - Unknown App Problem 4m Research
Notes

1. Another idea that surfaced from our discussions centered around the way to showing connections.

2. The goal for this grouping of alerts is to identify the Alert, Zone ID (ZID), and then by Subject.

3. The motivation for this was to isolate the region to view a series of events that may be related.

4. This design is pretty effective at showing connections, but this would be competing for the existing table format.
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Region Status Security Alerts Overall Memory Usage
! Rld Region ! d Zid Age (m) SOP Alert IP
1 Asia/Pacific ® 19422 21 536m  S-267 Malware detected 10.21.868.244
2 Middle East ® 17751 43 280m  S-733 Sudo violation detected 10.43.122.191 12 3 4 5 6 7 889 3 45 6 7 89
3 Midwest 010149 2  552m  S-363 DoS attack in progress 10.2.243.163
4 Northeast 017914 48 32m S-685 SQL Injection detected 10.48.81.248
5 South America 019455 45 392m  S-612 Virus detected 10.45.18.248 1112 13 14 15 16 17 18 19 14 15 16 17 18 19
6  Southeast O 17458 8  42m S-733 Sudo violation detected 10.8.133.20
7 Southwest © 18041 35 123m  S-733 Sudo violation detected 10.35.180.100
s st © 14334 33 63m  S5-685 SQL Injection detected 10.33.247.143 Bl 22 ZONESRES d0 27N ERRESNEE 2728828
® 15671 41  65m S-612 Virus detected 10.41.143.136
© 14262 15 572m  S-363 DoS attack in progress 10.15.45.92 a1 a2 a4 a5 3§ 37 ag 34 35 36 37 ag
Zone Performance ©13223 36 189m  5-733 Sudo violation detected10.36.65.59
! Zid Zone Latency (ms)  Error (%) Bitrate (Gbps) ©13335 21 134m  S-612 Virus detected 10.21.219.142
® 20 Jakarta 100 —— a5 eV 1350 © 13468 6 231m  S-685 SQL Injection detected 10.6.255.232 41 44 45 46 47 44 45 46 47
® 21 Karachi - gas B e 042 ©10599 29 18m S-685 SQL Injection detected 10.29.64.242
® 32 lasV WY 1237 4 e 991
® 23 Long%.:ch i 231 6 Aty QR4 Systemn Alerts Host Status CPU Usage
® 24 Los Angeles AT 1148 5 s 1037 I Id ZIld Age (m) SOP Alert P
® 39 Sacramento VT 1228 5 e 1385 ® 10947 29 482m  Rsrch Critical hostdown  10.29.161.141
O3 Atlanta 119 7 A Wean 972 ® 16205 24 342m  H-601 Disk 90% full 10.24.158.126 4 5 6 7 4 5 6 7
© 11 Colorado Springs W 1147 “— B A, 1153 o
18853 35 271m  Rsrch Critical host down 10.35.252.201
O 14 Delhi NANTT 24§ e 8{T o N
14873 9 191m  H-838 Memory over 90% 10.9.223.32
Q16 ElPaso — 100 ——— 22 A 1023 © 19922 23 Tm Rerch Critical host down 10.23.145.149 14 15 16 17 14 15 16 17
028 Milwaukee VV 440 ——— 5 AN gag © 11633 1 141m  H-501 Disk 100% full 10.1.228.239
O 40 San Antonio ————— 598 /27 AW 24a3 13429 37 200m  H-601 Disk90% full 10.37.6.232
042 San Francisco VTN 1020 T—— 5 T 1828 10725 44 424m  H-501 Disk 100% full 10.44.228.244 24 25 26 27 24 25 26 27
© 36 Phoenix 100 T 7 e 1069 14228 28 351m  H-501 Disk 100% full 10.28.24.90
19 Houston TV 820 ——— 8 WY 2346 19629 12 205m  Rsrch Gritical hostdown  10.12.39.189
48 VirginiaBeach YV 186 7 Cvwereme. 1155 34 35 36 37 34 35 36 37
34 Osaka ﬂ 164 — 7 WYY 1156
1 Albuguergue aro B AT 07
2 Adington VT 1588 5 PV 411 ELER A5 AGRCT ARG
4 Austin AN pgg 5 TN page
5  Bakersfield VAJVAS 118 7 LI 2013 Network Alerts Disk Usace Patch Status
6 Bailing TV 106 TT——— 12 w2589 . 9
7 Boston AW 1T 6 M 1162 ! Id Zid Age (m) SOP Alert IP
& Cairo 241 B e 1202 ® 10780 41 587m  Rsrch High latency detected 10.41.39.97
9 Chicago —~ A 486 6 WNNWeR ogo3 ® 18013 40 4BBm  N-543 Bandwidth > 90% 10.40.166.31 4 5 6 7 4 586 7
10 Cleveland R A I o [ W 1519 O 18135 39 201m Rsrch Fouter conncetion lost 10.39.105.161
12 Columbus VTV 48] ——— {4 TYNTTW {942 013249 28 425m  Rsrch High latency detected  10.28.45.135
13 Dallas VWY ga8 7 A 993 © 17914 2B 56m Rsrch Router conncetion lost 10.28.48.246 14 15 16 17 14 15 16 17
15 Detroit vV 102 7 YWY 2408 ©19962 7 51m N-543 Bandwidth > 90% 10.7.184.34
17 Fort Worth 129 7 " 1271 216502 5 424m Rsrch  Router conncetion lost 10.5.108.21
LR = 157 MR ————— 24 25 26 27 24 25 26 27
25 Memphis — 286 7 WYY 1695
26 Mexico ity 256 6 YT q4gs 34 35 3§ 37 34 35 3§ 37
27 Miami 100 6 WYY 2451
29 Minneapolis A 126 —00 -7 Wi 1214
30 Mumbai b 127 — 5 W 2621 44 45 46 47 A4 45 46 47
21 Mew ¥ork AT AR 7 WWWAT  1ana
Powered by d3dash Open Source Visualization Tools (www.d3dash.com)
Notes

1. Zones can easily be increased/decreased with this design.
2. The Big Corporation has tools in place that can be used to monitor all the information provided on the dashboard.
3. Dashboard display (on large screen) will primarily be used for monitoring--the interactivity on the large screen will be purposefully very limited.
4. The team assumes that any analyst using the tools to create a dashboard will use their standard tools (SIEM or other) in order to further research, ticket,
assign, and address the problems identified.
5. Alerts are given 3 levels of priority.
6. The "ZId" (Zone ID) is critical because it helps determine which team needs to be contacted when an event surfaces.
7. A ‘Region Status’ was added to the top of the dashboard.
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Region Status Security Alerts Overall Memory Usage
! Rid Region Security Alerts  System Alerts  Network Alerts !'id  Zid Age (m) SOP Alert P
1 Asia/Pacific ANV B2 T 25—~ ® 14892 7-10 146 5-645 Virus detected 10.10.106.154
5 Middle East e 3 TV 78 TT—— 37 ® 16045 5-1 106 5-472 DoS attack in progress 10.1.116.222
3 Midwest AT B TN 1] S 34 ® 17046 4-37 249 5-121 Brute Forcedetected  10.37.23.217
4 Northeast VT4 TNV TS 74 T~ 23 ® 18281 7-11 456 S-121 Brute Force detected  10.11.58.36
5 SouthAmerica /85 “~—\— 75 —— @5 ® 17116 7-39 447 5-423 DLP violation detected 10.39.207.58
6 Southeast A 9§ A 44— @3 0 19949 4-41 359 Rsrch  Malware detected 10.41.204.100
7 Southwest T B T 40— 20 O 17530 8-16 262 5-121 Brute Force detected  10.16.3.55
B West 0 /——— 7 A~ a7 0 17701 7-38 276 5-645 Virus detected 10.38.2.55
O 15551 1-25 63 5-645 Virus detected 10.25.177.62
O 15889 7-6 334 5-472 DoS attack in progress 10.6.103.173
Zone Performance © 15757 6-5 385 S-121 Brute Forcedetected  10.5.197.83
I Zld Zone Latency (ms)  Error (%) Bitrate (Gbps) © 14672 2-19 81 5-645 Virus detected 10.19.107.172
® 3-28 Milwaukee '-\/W'"'-’" 1309 4 Wﬂ, 1381 @ 12382 7-15 294 S5-645 Virus detected 10.15.166.58
® 7-19 Houston e 1 T 28 WY 1447 System Alerts
® 7-26 Mexico Gity VA 1317 7 VTV 4604 y
O 4-7 Boston VTV 323 72 TN 4266 !id Zid Age (m) SOP Alert IP
O B-5 Bakersfield WY 151 A 38 YTYTVTY 1028 ® 15199 B-44 103 H-6B89 Disk 100% full 10.44.215.206
@ 1-44 Seoul NIRRT |- pu— R L [V © 18397 8-5 225 H-689 Disk 100% full 10.5.33.121
©6-2 Arington VTV 668 N6 w1007 © 15432 B-49 525 H-191 Memory over90%  1049.79.91
 6-38 Raleigh A 86— T —— 1076 © 14783 8-34 327 H-539 Databaseunavailable 10.34.4.73
© 8-11 Colorado Springs ~"~V™" 672 7 WA 1006 18274 B8-44 576 H-191 Memory over90%  10.44.28.232
© 1-21 Karachi VYV 465 6 WY 4044 16474 8-49 110 H-72 GPU over 90% 10.48.223.197
© 3-12 Columbus VT 200 6 vt 1003 11504 8-46 412 H-72 CPU over90% 10.46.96.103
© 6-25 Memphis ~—" 105 6 VR 1065
B-39 Sacramento W WV 108 4 AR 1141
1-20 Jakarta =V 815 8 VW 2861
1-6 Beijing A AL 185 5 W qgan
1-14 Delhi ™ §10 5 YWweAM 3403
1-30 Mumbai T 805 ——— 6 Phbyts 1122
1-34 Osaka — 389 g TV qgag
1-46 Tokyo AN 69 4 WY 1940 Network Alerts
28 Calro v 458 5 TTITAM 1370 g Zid Age (m) SOP Alert IP
3-9 Chicago M 133 [ WA 1144
5-10 Clevelnd 120 4 TTWWe 1940 © 12633 8-23 162 Rsrch High latency detected  10.23.252.128
3-15 Detroit AN 246 B T 2100 @ 19021 8-37 22 Rsrch  Zone connection lost  10.37.68.221
3-29 Minneapolis M~ 107 5 YWY 25g5 181668 8-3 342 Rsrch Zone connection lost  10.3.225.29
TS S~ 107 4 TP 1302 13484 8-20 407 N-383 Bandwidth >30% 10.20.194.190
31 New Yaork A 294 g e 1225 10619 8-7 463 Rsrch High latency detected  10.7.111.180
4-35 Philadelphia T 0 —A— & v 1091 13180 8-26 318 N-528 Router conncetion lost 10.26.252.110
4-49 Washington NWANY 133 ———— 4 FV™YMAS 1211
5-45 Sao Paulo TV 734 2 vt qo58
6-3 Atlanta 109 Ae T VWA 1583
6-27 Miami =\~ 514 5 WY 2035
6-48 VirginiaBeach ~ ———— 119 —— 11 WW¥wmAh 1273
7-1 Albuguerque 500 5 Wit 1624
7-4  Austin 113 14 T 200
Notes

1. Region status was enhanced to include ‘Sparklines’, Security, System, and Network Alerts.
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Region Status Security Alerts Memory Usage
! Rid Region Security Alerts System Alerts Network Alerts !old Zid Age (m) SOF Alert P
1 Asia/Pacific —— 11 ST 8 ——— 42 ® 14540 1-50 451 S-595 DoS attack in progress 10.50.11.154
2 Middle East SN~ 48 TNV~ 42 4 ® 13940 6-48 317 S-585 DoS attack in progress 10.48.241.154
3 Midwest TN 84 TN~ 10 T B4 011831 4-16 229 S-765 \irus detected 10.16.176.9
4 Northeast ~—— 19 T V2 ———38 © 11686 7-20 52 S-188 Brute Force detected  10.20.105.165
5 SouthAmerica —~ " 8 TN BT ————— 21 ® 16270 B-49 130 5-585 DoS attack in progress 10.49.191.250
6  Southeast ™V 58 WV B ———n 13 © 18346 7-43 467 S-585 DoS attack in progress 10.43.77.149
7 Southwest ——s3 T V24 VWV 16 © 18944 3-31 471 S-188 Brute Force detected  10.31.132.25
8 West e 26 ——— 48 _—— 9 © 16595 1-12 177 Rsrch Malware detected 10.12.205.119
14135 1-28 545 S-556 SQL Injection detected 10.28.150.129
Zone Performance 13839 7-10 443 S-765 Virus detected 10.10.225.240
! Zld Zone Latency (ms)  Error (%) Bitrate (Gbps)
® 7-47 Tucson NN 289 22 W 07
® B-11 Colorado Springs 123 Ll T 894
® 8-39 Sacramento YT ggp 39 WY o0 System Alerts
® §-42 San Francisco  —— 1062 ———— & VTV 2074 ! id Zid Age (m) SOP Alert IP
O 1-20 Jakarta WAL 626 —— B8 VY Y 1137 ® 16019 1-47 543 Rsrch  Critical host down 10.47.239.108
© 4-31 New York AN 539 TT——— 18 AcMAew 940 ® 19083 1-4 19 H-18 Disk 90% full 10.4.201.59
06-3 Atlanta WA 1324 6 TUVICT 1046 @ 12947 1-42 57 H-839 Memory over90%  10.42.66.117
O 8-24 Los Angeles A 1317 5 ey 1268 O 18373 1-25 177 Rsrch Critical host down 10.26.70.233
O 8-37 Portland WY 1074 4 Wi 1990 @ 10812 1-23 482 H-839 Memory over 90% 10.23.212.45
© 1-46 Tokyo V136 [ ™ 1035 11682 1-24 424 Rsrch  Critical host down 10.24.48.211
© 7-4 Austin SV 236 —7 8 WEW 1045 011718 1-41 351 Rsrch Critical host down 10.41.254.26
@ 7-19 Houston T 743 —— 8 MY o © 17039 1-6 61 Rsrch Disk 100% full 10.6.144.139
@ 7-36 Phoenix TV 288 —— 7 VA 1085 © 12297 1-2B 369 H-177 Database unavailable 10.28.57.18B3
© 1-14 Delhi S a7g 5 w1000 © 19910 1-17 136 H-18 Disk 90% full 10.17.109.226
3-15 Detroit " 186 4 VWY 4463 © 12904 1-19 112 H-839 Memory over 90% 10.19.75.3
7-33 OklahomaGity "=~ 108 13 Wrbues 1120 013720 1-38 11 H-177 Database unavailable 10.38.21.51
8-32 Cakland AN AT0 ——— 6 TR 1109 © 19760 1-29 249 H-839 Memory over 90% 10.29.35.122
8-41 San Diego AL B9 A 1T WYY 1047
1-6 Beijing 605 5 MM 1564 Network Alerts
1-21 Karachi I 191 ] Pepertepa TR 1 1d Zld Age (I’TI) SOP Alert P
1-30 Mumbai VTV 395 8 " 2418 -
1-34 Osaka 545 4 WY ogos 15593 1-43 576 N-444 Bandwidth > 90% 10.43.151.203
1-44 Seoul M 488 — 5 MWWk 1557 010826 1-16 58 N-819 High latency detected  10.16.123.135
2.8 Cairo VTV 186 B MW olag 012724 1-3 372 N-334 Router conncetion lost 10.3.15.22
3-8 Chicago iR 7 /w779 © 10478 1-34 555 N-28 Zoneconnectionlost  10.34.186.23
3-10 Gleveland —— 107 4 Pt 2372 O 16272 1-10 569 N-819 High latency detected  10.10.63.134
3-12 Golumbus A= 104 & YT 1910 © 15522 1-45 294 N-28 Zoneconnection lost  10.45.87.166
3-28 Milwaukee A 216 7 10 VTN 1564 © 12251 1-35 516 N-334 Router conncetion lost 10.35.29.194
3-29 Minneapolis 100 4 e~y 1225 17553 1-36 364 N-28  Zone connection lost  10.36.78.244
3-50 Wichita ~IAhe 231 6 Mg 1252
4-7 Boston ~AVA- 114 6 W 1451
4-35 Philadelphia — 723 7T —— 1191
4-49 Washington Moy~ D72 8 WYY 1509
5-45 Sao Paulo NAAY 174 6 WL 1476
Powered by d3dash Open Source Visualization Tools (www.d3dash.com)
Notes

1. Atimeline across the top of the dashboard was added.
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Big Enterprise Dashboard 050ul13 |05:10:53  Help
Nclm BOIm I2?m 1ﬂ?m 24?m GO?m aa?m 42Pm 4-8?m 54!.;Jm GO(IJm
- e - - L L] L]
Region Alerts Region Status
! Rld Region Security Alerts System Alerts Network Alerts
1 Africa T 45 ]| TN 9 = I Y ~N20 = |
2  Asia STOBT — 3 1 | ———— 76 —_—
3 Morthern America =~ ~————— § = 1 7 5 — | = ——— 15 =]
4 Northern Europe  — Bl  fj— ST 36 R | e
5 Oceania AT 90 ——t— TN 54— ] TN 02 ——l—
6 SouthAmerica e 52 el T 9] l— T 35— Zone Status
7  WesternEuropg =~ ———— 11 = | 7/~ 13 =] —— 20— ]
Zone Performance Security Alerts
| Zld Zone Latency (ms) Error (%) Bitrate (Gbps)ld Zid Age (m) SOP Alert 1P
® 1-24 Lagos T AT 3 Man ® 19501 2-22 85 S-B58 Sudo violation 10.22.219.244
® 2-6 Beijing A - -} I e A ® 19956 3-10 143 S-B  SQLinjection 10.10.38.232
® 2-22 Karachi TVWWTT 106 ——————— 10 s ® 16897 3-11 525 S-50 DoS attack in progress 10.11.186.242
0 3-4 Austin VA £ — ® 18200 4-26 18 S-505 DLP violation 10.26.100.25
0 5-39 Suva A 13— 28 T ® 17991 3-27 21 5-505 DLP violation 10.27.93.232
©1-9 Cairo 543 6 Aoms ® 10249 2-43 157 S-B SQLinjection 10.43.59.56
© 2-12 Delhi ~———T D6 5 T ® 10791 4-23 541 S-435 Brute force 10.23.163.42
@ 3-11 Dallas 614 6 v ® 14752 4-23 328 5-505 DLP violation 10.23.117.176
@ 3-35 Phoenix AN A A T A 0 11219 3-15 496 S-638 Virus detected 10.15.2268.18
@ 4-42 Tallinn TN 20 7 7 A
© 2-33 Osaka — AN 118 6 A System Alerts
33-44 Tucson 100 7 W‘“ !ld  ZId Age(m) SOP Alert IP
o?ﬁf g‘;‘g’“me v~ ;jg g " ® 12310 3-35 188 Rsrch GPU over 90% 10.35.132.18
o o o LN Lt ® 14313 2-22 163 H-619 Databaseunavallable 10.22.230.64
5-40 SBmN:eneys a1 3w ® 176808 5-39 79 H-619 Database unavailable 10.39.118.212
7-18 Hamburg i 1 A ® 13119 3-20 152 H-99  Critical patch missing 10.20.20.253
21 g 125 5 | ® 19331 5-28 91 Rsrch  Memary over 90% 10.28.226.203 a1l 32 2l a4
Erag Makajumba.lm L 1 A O 11160 4-42 275 Rsrch GPU over 90% 10.42.174.16
57 Seoul v 200 5 v O 14946 2-21 563 H-796 Critical host down 10.21.226.69
2-43 Tokyo —_— 35 7 e O 18906 3-1 484 Rsrch CPU over 80% 10.1.148.210
51 Las vegas o by T f ® 19210 2-37 413 Rsrch Memary over 90% 10.37.10.208
32 Albuguerque AN 278 B ey Network Alerts Network Alerts Performance
3-10 Golorado Springs ~— =% 541 —0 6 YWV
3-14 El Paso S B0 ™ B A ! Id Zid Age (m) SOP Alert IP
3-15 Fort Worth 453 IR el ® 12884 5-40 4 N-69 Zoneconnection lost  10.40.132.114
3-16 Fresno — MNNE — 5 ST ® 19827 4-17 338 N-69 Zoneconnection lost  10.17.76.27
3-20 Houston T 73— 5 Y ® 11331 26 11 Rsrch Bandwidth =90% 10.6.176.227
3-27 Long Beach 100 4 v 0 16053 1-24 32 Rsrch Router conncetion lost 10.24.117.57
3-29 Mexico City T WV o283 5 T O 16003 5-39 483 N-68 Zone connection lost  10.39.11.66
3-32 OklahomaCity 7~ "/ 475 5 W 0 12539 3-10 145 N-69 Zoneconnection lost  10.10.211.98
3-36 San Antonio TV 807 5 MW 0 12441 2-6 106 N-690 High latency 10.6.12.232
4-13 Dublin — . 110 6 vV O 17062 2-22 195 N-630 High latency 10.22.100.69
4-17 Gothenburg 146 g e O 18628 4-19 321 Rsrch Bandwidth >90% 10.19.145.168

Powered by d3dash Open Source Visualization Tools (www.d3dash.com)

Notes

oukwnRE

The name of the dashboard was changed from ‘Big Corporate Dashboard’ to ‘Big Enterprise Dashboard’.

The Regions were modified by adopting the United Nations (UN) classification system for Regions and Sub-Regions.
A ‘Help Button’ was added to the upper right-hand side of the dashboard.
A time stamp was added using a military time format in the upper right-hand side of the dashboard.
Bullet graphs were added under the ‘Region Alerts’ for a quick display of activity.
The ‘Alert Timeline’ was confusing since it started with the ‘Now’ descriptor on the left —a future version will address this challenge.
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Big Enterprise Dashboard 06Jul13[10:13:14CST  Help
G00m 540m 480m 420m H60m B00m 240m 180m 120m 60m Now
L 1 1 1 1 1 1 1 1 1 ]

- > . - [ 1]
Region Alerts Region Status
! Rld Region Security Alerts System Alerts Network Alerts
1 Africa e N | — ~ 1 - 1 — N0 1
®2 Asia —— ~3 =% i e ] | — ~ 0 1
3 Northern America 8 1 4 e | e ~ 0 1
4  Northern Europe — "~ 2 - | - " e 4 - ] —_—N =1
5  Oceania TTNN— 3 = | TN 1 —~ N0 |
6  South America ~ —— ——— 0 1 N3 =] ——N - 1 Zone Status
7 Western Europg ——wo " 2 -] N2 - ] ~ 0 1

Zone Performance Security Alerts -
Zld Zone Latency (ms)  Error (%) Bitrate (Gbps) ! id Zld Age (m) SOP Alert IP o n
20

]
® 4-26 London YT 145 7 T 986 ® 14883 3-4 119 Rsrch Brute force 10.4.161.138
O 2-43 Tokyo VAN 104 31 e 1686 ® 11723 2-6 B8 S-502 SQL injection 10.6.5.87
O 4-17 Gothenburg " 1011 7 e 10889 ® 12243 4-26 212 5-875 DLP violation 10.26.86.186
© 2-22 Karachi AV 184 3 MM 1026 013419 7-18 209 5-875 DLP violation 10.18.81.250 2
© 4-38 Stockholm 630 7 Tema 1076 O 11684 4-42 165 S-605 Virus detected 10.42.75.78
© 5-40 Sydney 137 /B e {07 0 13427 3-2 21 Rsrch Brute force 10.2.170.96
© §-41 Sdo Paulo TV a3 6 TV 1051 0 18033 3-2 403 §-502 SQL injection 10.2.208.151
©7-7 Berlin A AN 365 6 TV 1064 O 11066 2-30 202 S-504 Do attack in progress 10.30.102.234
4-13 Dublin " 382 6§ T 1196 © 15292 3-29 263 5-502 SQL injection 10.29.253.136 Security Alerts System Alerts
3-11 Dallas 617 5 TYTVMY 1196
1-8 Cairo AN B4 7 YWY g3y System Alerts
1-24 Lagos PR 5  WWmeet 1373 ) | ZId Age (m) SOP Alert P
2-6_Belling g 528 e 1793 @ 16356 6-25475  Rsrch Memoryover80% 102513223
2-12 Delhi WY 33g 5 TTTTYL 1446
® 18940 7-34 576 Rsrch Memoryover90%  10.34.87.242
2-21 Jakarta TN 121 5 YT 1geg
019215 2-21 205 Rsrch Disk 90% full 10.21.6.132
2-30 Mumbai TN e 4 WAMLARY 2343
0 16721 4-42 504 H-461 Database unavailable 10.42.226.169
2-33 Osaka S 366 4 T 1919
O 12652 3-16 302 Rsrch Memory over90%  10.16.252.245
2-37 Seoul e 31 2 JWFTVU 2g73
© 17409 4-42 538 H-461 Database unavailable 10.42.150.150
3-1 LasVegas TV BT 7 AP 1308 © 14493 6-41 25 Rs
. ——T A=ty - rch CPU over 90% 10.41.39.90
3-2 Albuguerque 101 4 1507 © 11486 3-28 201 H-744 Di
b - - sk 100% full 10.29.59.66
pagaushny T 325 3 2207 © 10613 4-23 430 H-461 Databaseunavailable 10.23.54.13
3-5 Bakersfield o 776 4 N opay £ St
3-10 Colorado Springs 248 4 P 1440 Network Alerts
3-14 El Paso A" 100 3 YT 873
3-15 Fort Worth 100 §  emare. 1281 !ld Zid Age (m) SOP Alert IP
3-16 Fresno AN 134 5 TNovaes 1331 0 17652 4-13 409 N-547 High latency 10.13.239.156
3-20 Houston 793 6 T q709 O 16864 6-25 427 N-547 High latency 10.25.236.61
3-27 Long Beach e 137 5 YT qa0g
3-29 Mexico City T 704 —— 14 AMRAMIVY 2154
3-32 Oklahoma City 123 6 MWWTYTT 2563
3-35 Phoenix vl 182 5 kA 1404
3-36 San Antonio VYV 123 7 et 1642
3-44 Tucson AApv— 368 A § e 1218
4-19 Helsinki — 121 —/ 4 YTV 22852
Powered by d3dash Open Source Visualization Tools (www.d3dash.com)
Notes

1. Atime stamp was added using a military time format in the upper right-hand side of the dashboard with the time zone after it.
2. The ‘Alert Timeline’ was flipped with the historical time stamp starting on the far left and the most current time on the far right.

3. The heatmaps are color coded based on a linear scale with light blue being good moving towards a red, which indicates that immediate attention is required.
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Big Enterprise Dashboard 07Jul13 | 08:46:50 CST Help
BOIOm -54|0m -4a|0m -¢2|0m -SGIOm -EOIOm -24|0m -1a|0m -12|0m -a?m Nclm
- L]
Region Alerts Region Status
! RId Region Security Alerts System Alerts Network Alerts
1 Africa N1 - 1 ] 1 e 1
2 Asia — TN & —_— N3 = I — 4 = I
3 Northern Amefica ——""—"~"" 6 = j ——— 3 =i - 3 =
4 Northern Europe  —""~———" 1 - I 0 1 —— 6 = 1
5  Oceania — 1 i —— 0 1 AR |
6 SouthAmerica — ™~ 0 1 e 1] 1 N0 1 Zone Status
7 WestenEuropg = —————— 3 = ] - ~ 0 1 — 3 =
Zone Performance Security Alerts
! ZId Zone Latency (ms)  Error (%) Bitrate (Gbps) ! Id ZId Age (m) SOP Alert IP
® 4-23 Kaunas VAN 173 —— 24 "MW 2386 ® 19970 3-44 531 5-663 Sudo violation 10.44.94.173
O 3-1 LasVegas PWAATVN 102 6 WwiWwa 995 ® 18000 2-22 36 5-657 DLP violation 102222134
O 3-5 Bakersfleld WAV {04 3 oes 908 O 15408 3-5 575 5-611 SQL injection 10.5.150.70
® 7-8 Brussels —A— 179 6 Ml 1003 O 14242 7-18 278 5-263 Brute force 10.18.133.5
© 3-11 Dallas — 696 5 Whyeas 1086 ® 12114 3-44 301 5-263 Brute force 10.44.141.37
© 3-35 Phoenix 226 4 A 1013 © 18100 4-38 446 5-663 Sudo violation 10.38.65.213
© 3-44 Tucson e 118 5 MaMww 1022 ® 13578 3-35 40 5-651 Virus detected 10.35.119.231
© 4-26 London VA agd 3 twayhebe 1082 © 10311 5-40 98 5-657 DLP violation 10.40.175.251
7-7 Berlin 100 6 AdeAhma 1117 © 14878 3-10 408 Rsrch DoS attack in progress 10.10.160.241
1-24 Lagos 850 18 ¥ " 2608
1-9 Cairo 100 5 #1208 System Alerts
2-6 Belling PR 6 W“"” 2580 | 1d  ZId Age(m) SOP Alert P
Zat2{telhi 16 3 1331 ® 15362 3-36 172 H-571 Databaseunavailable 10.36.85.180
2-21 Jakaria Vi~ 408 7 I~ 2701 018212 3-20 242 H-411 C
- - fitical host down  10.20.30.255
Za22|Karachi a2 3 ™ 2247 ® 19273 2-33 495 H-571 Database
H - unavailable 10.33.74.29
2-30 Mumbal WM 387 5 Ty 2102 O 15941 3.14 308 Re
- reh  Critical patch missing  10.14.81.211
2-33 Osaka T 194 A—— 7 WU 1366 qoaps 2-12 418 Rsrch Di
E sk 100% full 10.12.247.18
2-37 Seoul W B 5 Ve 2024 4059 5o3p 32 Rsrch CPU over 90% 10.30.225.78
2-43 Tokyo 102 4 MMM 1756 L
3-2 Albuguerque M N— 218 e 6 e | TRQ
3-4 Austin TV T 18— 6 T 1533
3-10 Golorado Springs VY™ " 627 — 3 P e V-1 7]
3-14 El Paso Pyl O | r g— R T L T [ Network Alerts
3-15 Fort Worth W o8s2 3 T 1431
3-16 Fresno AN 140 /T T WS 1425 !id Zld Age (m) SOP Alert IP
3-20 Houston WVTY 667 6 T W™ 1g4g ® 13501 7-18 247 Rsrch Router conncetion lost 10.18.206.94
3-27 Long Beach 100 B e 1208 O 12658 7-18 59 N-623 Bandwidth>90%  10.18.28.245
3-29 Mexico City S 461 6 Mvdy 1613 019895 5-39 244 Rsrch Router conncetion lost 10.39.84.95
3-32 OklahomaCGity — AV 115 4 YWW 1676 010398 3-5 393 Rsrch Router conncetion lost 10.5.211.177
3-36 San Antonio VWA D84 4 VYV 2549 O 14187 4-26 249 N-368 Zone connection lost 10.26.2.158
4-13 Dublin AP D83 T 14 Wil 1125 O 18640 3-15 47 Rsrch Router conneetion lost 10.15.137.6
4-17 Gothenburg P 4E 5 Mttt 1512 10143 2-43 586 N-623 Bandwidth>90%  10.43.45214
4-19 Helsinki WA g3 qg YTV 4654 11673 4-19 193 N-644 High latency 10.19.143.160
4-38 Stockholm AAANT 4T NAAs B ™ o51g 14190 4-42 98 N-368 Zone connection lost 10.42.7.174
Powered by d3dash Open Source Visualization Tools (www.d3dash.com)
Notes

1. The final dashboard has a minor modification — the timeline now has a negative (-) sign in front of the minutes to demonstrate that they occurred in the past.
2. This final version also has the ability to limit the number of regions experiencing critical issues.
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