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ABSTRACT

In order to analyze the Paraiso cell-phone traffic, specifically the
Catalano/Vidro social structure, we used the Graph-Based
Anomaly Detection (GBAD) tool to focus the visualization on
interesting structural anomalies. GBAD discovers anomalous
instances of structural patterns in data, where the data represents
entities, relationships and actions in graph form. Input to GBAD is
a labeled graph in which entities are represented by labeled
vertices and relationships or actions are represented by labeled
edges between entities. Using the minimum description length
(MDL) principle to identify the normative pattern that minimized
the number of bits needed to describe the input graph after being
compressed by the pattern, GBAD embodies novel algorithms for
identifying the three possible changes to a graph: modifications,
insertions and deletions. = Each algorithm discovers those
substructures that match the closest to the normative pattern
without matching exactly. As a result, GBAD is looking for those
activities that appear to match normal patterns, but in fact are
structurally different. Through GBAD, we are able to discover
anomalies to the normative structure of the VAST Catalano/Vidro
social network.
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1 INTRODUCTION

As part of the IEEE Symposium on Visual Analytics Science and
Technology (VAST) for 2008, four mini-challenges and one
grand challenge have been posted as part of their annual contest.
Each of the mini-challenges consists of various aspects of a
fictional movement, based upon the ideology of the fictitious
Paraiso Movement. The goal of these challenges is to allow
contestants to apply various visual analysis techniques so as to
uncover patterns and anomalies in the data.

In response to this challenge, we chose to analyze the Cell
Phone Calls on Isla del Sueno. This data set is comprised of 400
cell phone calls over a ten day period in June of 2006. The goal
of this mini-challenge is to answer two questions about this data
set: (1) What is the Catalano/Vidro social network as reflected in
the calling data, and (2) Characterize the changes in the
Catalano/Vidro social structure over the ten day period.

In order to analyze the cell-phone call records, we used our
Graph-Based Anomaly Detection (GBAD) system [2]. GBAD
takes a graph-representation of data and applies three algorithms
that analyze the graph for structural anomalies. Each of these
algorithms is applied after the normative graph structure has been
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discovered. It is our hypothesis that such a system can discover
knowledge in a graph representation of the Cell Phone Calls
(social network) data that will (1) show the normal social structure
of the Catalano’s and Vidro’s, (2) show when the social structure
has been broken, and (3) show anomalies in the social behaviour
of this group, indicating possible breaches to their “inner circle”.
These normative patterns and anomalies can be highlighted in
most visualization tools; in our case, we used GraphViz [4].

2 THEORY

GBAD is an unsupervised approach, based upon the SUBDUE
graph-based knowledge discovery system [1]. Using a greedy
beam search and Minimum Description Length (MDL) heuristic,
cach of the three GBAD anomaly detection algorithms uses
SUBDUE to find the normative pattern in an input graph. In our
implementation, the MDL approach is used to determine the best
pattern as the one that minimizes the following:

M(S,G) = DL(G | S)+ DL(S)

where G is the entire graph, S is the substructure pattern, DL(G|S)
is the description length of G after compressing it using S, and
DL(S) is the description length of the substructure.

Within GBAD, we have developed three separate algorithms:
GBAD-MDL, GBAD-P and GBAD-MPS. Each of these
approaches is intended to discover all possible structural graph-
based anomalies [3].

21 Information Theoretic Algorithm (GBAD-MDL)

The GBAD-MDL algorithm uses the MDL heuristic to discover
the normative (best compressing) pattern in a graph, and then
subsequently examines all of the instances for similar patterns.
Using an inexact matching approach, the GBAD-MDL algorithm
reports those instances that are the “closest” (without matching
exactly) in structure to the normative pattern.

2.2 Probabilistic Algorithm (GBAD-P)

The GBAD-P algorithm also uses the MDL evaluation technique
to discover the normative pattern in a graph, but instead of
examining all instances for similarity, this approach examines all
extensions to the normative substructure (pattern), looking for
extensions with the lowest probability. The subtle difference
between the two algorithms is that GBAD-MDL is looking at
instances of substructures with the same characteristics (i.e., size,
degree, etc.), whereas GBAD-P is examining the probability of
extensions to the normative pattern to determine if there is an
instance that when extended beyond its normative structure is
traversing edges and vertices that are probabilistically less likely
than other possible extensions.

2.3  Maximum Partial Substructure (GBAD-MPS)

The GBAD-MPS algorithm again uses the MDL approach to
discover the normative pattern in a graph, then it examines all of
the instances of parent (or ancestral) substructures that are missing
various edges and vertices. The value associated with the parent
instances represents the cost of transformation (i.e., how much
change would have to take place for the instance to match the
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normative pattern substructure). Thus, the instance with the
lowest-cost transformation (if more than one instance have the
same value, the frequency of the instance is used to break the tie if
possible) is considered the anomaly, as it is closest (maximum) to
the normative pattern substructure without being included on the
substructure’s instance list.

3 DISCUSSION

In order to answer the challenge, we decided to focus on the social
interactions by creating a graph of the social network that
indicated for a particular day, who called who. Based upon all of
the information that was provided with the challenge, we made
the following assumptions about this particular data set:

The person with an ID of 200 is Ferdinando Catalano.
Anyone that Ferdinando Catalano calls (or that calls
him) is in his “inner circle”.

e  The person with an ID of 5 is Estaban Catalano,
Ferdinando’s brother, as he is called the most
frequently.

e The person with an ID of 1 is David Vidro, as he talks
the most to the others that Ferdinando talks to.

Starting with these simple assumptions, and a graph that consisted
of vertices for each unique ID with links between the vertices if
there was a conversation on that day, we were able to create a
simple visualization of Ferdinando’s “inner circle” social network
structure (or Catalano/Vidro social structure) over the 10 days that
data was generated

31 Normative Pattern and Anomalies

Figure 1 was rendered using AT&T’s graph visualization program
GraphViz [4]. This visualization shows the graph structure of
interactions between people in 200’s (i.e., Ferdinando Catalano’s)
inner circle (i.e., 200, 1, 2, 3, 5, 97 and 137), the normative pattern
within the graph, and the anomalous patterns in terms of the
normative pattern.
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Figure 1 Ferdinando/Catalano's social structure with
associated normative pattern and anomalies.

In Figure 1, the structure in green indicates the normative
pattern that was discovered in this graph. The substructure in red
indicates an anomaly that was discovered by the GBAD-P
algorithm, which analyzes a graph for anomalous extensions to
the normative pattern. In this case, the fact that 5 called 97 was
anomalous, when compared to other instances of what was the
normal social structure. The substructure in indicates an
anomaly that was discovered by the GBAD-MPS algorithm,

which analyzes a graph for missing structure. In this case, the fact
that 200 did not talk to 3 on that day is considered anomalous.

3.2 Observations

Looking at the visualization shown in Figure 1 of the
Catalano/Vidro calling-history, we are able to make several
interesting observations about his social network:

e Notice that there are only 9 substructures in the graph.
This is due to the fact that on Day 8, nobody in 200’s
inner circle talked to each other. In other words, there
were no calls between 1, 2, 3, 5,97, 137 or 200 on that
day.

e  Catalano/Vidro’s “normative” social pattern only occurs
on Days 1,2, 4,5 and 7.

e  Nobody from the “normative inner circle” (i.e., 1, 2, 3, 5
and 200), communicates with anyone else in the
normative circle after Day 7. Could it be that
Ferdinando sent them to the United States at this point?

e 200 communicates with both 97 and 137 on Day 9, and
just 97 on Day 10.

e 200 is involved in an “inner-circle” conversation on
every day (except Day 8).

We also played with several other variants of the graph,
including the “directedness” of the graph. While we chose an
undirected graph for all of the results shown above (because we
considered a conversation between two people to be a two-way
communication), we also looked at a directed version of the
graph, where the edge between two vertices was directed going
from the person who called to the person who was being called.
When we did that, we noticed that 97 and 137 are never called by
1,2, 3 and 5 — and they only call 5 and 200.

4 CONCLUSION

The advantage of this approach in terms of this contest is that we
are able to show how a simpler visualization technique, combined
with graph mining tools, can help an analyst focus their search for
relevant information in what can be a fairly complex network of
communications. Traditional data mining approaches involve the
probabilities and distributions of data values, while a graph-based
approach such as this can discover differences in data when
structure and relationships are represented as nodes and links.

While the cell-phone calls were made over a ten-day period, as
was shown, we chose to represent each day as an individual sub-
graph. In the future, we will investigate the representation of
dynamic graphs which would then allow us to indicate a change in
the structure over time.

REFERENCES

[1] D. Cook and L. Holder, Graph-based data mining. IEEE Intelligent
Systems 15(2), 32-41, 1998.

[2] William Eberle and Lawrence Holder. “Anomaly Detection in Data
Represented as Graphs”. Intelligent Data Analysis, An International
Journal, Volume 11(6), 2007.

[3] William Eberle and Lawrence Holder. “Mining for Structural
Anomalies in Graph-based Data”. International Conference on Data
Mining (DMIN), June 2007.

[4] AT&T GraphViz, www.graphviz.org.



	1 Introduction
	2 theory
	2.1 Information Theoretic Algorithm (GBAD-MDL)
	2.2 Probabilistic Algorithm (GBAD-P)
	2.3 Maximum Partial Substructure (GBAD-MPS)

	3 discussion
	3.1 Normative Pattern and Anomalies
	3.2 Observations

	4 Conclusion


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


